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Your Proactive
Cyber Partner

Cybersecurity Partner as a
Service (CSPaa$)

In today’s ever-evolving cyber landscape, safeguarding against cyber
threats requires more than just reactive measures.

You need a proactive partner.

DigitalXRAID’s Cybersecurity Partner as a Service (CSPaaS) Solution is
designed to provide a comprehensive, hands-on approach to cyber
defence, offering both prevention and rapid response solutions to stay
a step ahead of cybercriminals.

At DigitalXRAID, we understand that managing cybersecurity 24/7
can be overwhelming, especially with the increasing sophistication of
cyber threats and cyberattacks.
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That's why the Cybersecurity Partner as a Service (CSPaaS) solution is
designed to offer an all-in-one, comprehensive security solution.

N

By partnering with DigitalXRAID, you'll receive proactive support, the
benefits of cutting-edge tools, plus expert advice, all working together
to safeguard against cyber threats, ensuring the business is always
prepared to defend against and the bad guys don’t win.

What's included:

e Cyber Incident Response (CIR) Gap Analysis

e Cyber Incident Response (CIR) Retainer

e Microsoft Tenant Security Review

e Quarterly External Vulnerability Testing (Up to 50 IPs)

e Quarterly Web Application Automated Security Scanning (1 URL)
e Annual Simulated Phishing Campaign

e Monthly Security Review Meeting



Improve Cybersecurity
& Compliance

Cyber Incident Response (CIR) Gap Analysis

Proactively assess the organisation’s readiness for a cyber incident. Understand exactly
how prepared the business is to deal with a potential cyberattack.

DigitalXRAID's CIR Gap Analysis will reveal any vulnerabilities or areas for improvement
based on ISO 27001 and NIST standards, giving a clear action plan and roadmap for
fortifying defences.

What'’s included:

e A full review of the Cyber Incident Response plan, ensuring it aligns with
industry best practices like ISO 27001 and NIST

Evaluation of existing cyber incident response policies, including runbooks and
playbooks

e In-depth analysis of roles and responsibilities across the business

e Stakeholder interviews to gain insight into current response processes and
procedures

e Review of technical controls that protect, detect, and respond to cyber threats

e A comprehensive report outlining key findings and actionable
recommendations for improvement

ee

‘DigitalXRAID had the perfect level of technical expertise and account

management to make our experience with them even better than
expected.”
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Protect Against
Active Attacks

Cyber Incident Response (CIR) Retainer

Gain peace of mind knowing expert support is just a call away in the event of a breach.

When an incident occurs, rapid response is crucial. With DigitalXRAID'’s CIR Retainer,

accredited by NCSC and CREST, immediate access to up to 15 hours of expert investigation

is guaranteed, helping to mitigate damage swiftly.

DigitalXRAID will work directly with IT Service Providers or internal teams to resolve issues

and protect the business from further impact.

e 24/7 Protection: Cyber threats don't adhere to a 9-5 schedule, and neither do we.
DigitalXRAID’s SOC team provides a round-the-clock response service, ensuring

protection at all times

e Expert Team: DigitalXRAID’s analysts are not only highly skilled but also hold prestigious
accreditations, guaranteeing you're in safe hands. They leverage the latest technologies

and methodologies to identify and counteract threats before they escalate
e Minimised Downtime: Swift and effective response limits operational disruptions,
ensuring the business continues to run smoothly even in the face of cyber threats
e Peace of Mind: Knowing that cybersecurity is in the hands of experts allows you to
focus on what you do best - running your business
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Cyber Incident Response
{Level 2)

DigitalXRAID is a CIR Level 2 Assured Service

Provider, awarded by CREST & NCSC

DigitalXRAID'’s certification by CREST and the NCSC as a CIR
Level 2 Assured Service Provider is more than a badge of
honour; it's a promise to its clients that they are protected by
some of the most rigorous standards in the industry.
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https://www.crest-approved.org/
https://www.ncsc.gov.uk/

Secure IT
Environments

Microsoft Tenant Security Review

Secure environments and ensure best practice configurations are in place.

The Microsoft Tenant Security Review closely follows vendor and industry best practices
and will include an in-depth review of the security controls.

These include checking the following:

e Review Conditional Access Settings

e licensing

e Review Guest Access

e Stale Account Review

e Authentication Method Review

e Review Exchange Online Configuration Settings
e Review SharePoint Online Configuration Settings

Emergency
Cybersecurity Support?

0800 066 4509
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Stay Secure Against
Potential Threats

Quarterly External Vulnerability Testing
(Up to 50 IPs)

Ensure external-facing infrastructure remains secure against potential exploits.

DigitalXRAID’s External Infrastructure Vulnerability Scanning Service provides a thorough
evaluation of public-facing assets, such as websites, servers, and network devices.

Using leading vulnerability assessment tools, DigitalXRAID will identify security risks,
misconfigurations, and other exploitable weaknesses. This allows the business to stay one
step ahead of cyber criminals, addressing vulnerabilities before they can be exploited.

Quarterly Web Application Automated
Security Scanning (1 URL)

Safeguard web applications from common vulnerabilities.

DigitalXRAID’s Web Application Vulnerability Scanning Service targets critical flaws such
as SQL injection, cross-site scripting (XSS) and other common web-based attack vectors.

Using industry-leading tools aligned with OWASP, DigitalXRAID will provide a
comprehensive assessment of the web application, ensuring it is secure from the latest
web-based attack vectors.
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Build A Resilient
Human Shield

Annual Simulated Phishing Campaign

Raise awareness and build a resilient human shield with targeted training.
DigitalXRAID’s Social Engineering Phishing Campaign not only tests the organisation’s
susceptibility to phishing attacks but also provides training to improve the response to real-

world threats.

Using pre-defined templates, DigitalXRAID will launch simulated phishing emails and
provide in-depth reporting to track progress and improvements.

What'’s Included:

Social Engineering Phishing Campaign (Silver) with Training

1 email template from pre-defined template list

e Comprehensive Report

e Security Awareness Training for all staff

e Security Awareness Training Report (30 days after enrolment)

e 2nd email template from pre-defined template list

e 2nd Comprehensive Report

e Comparison Report between phishing campaign results

e Staff who fail will be automatically enrolled on Advanced Phishing Training
e Advanced Phishing Training Report
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Monthly Security Review Meeting

Stay informed and make strategic decisions with expert guidance.

DigitalXRAID will provide a monthly, one-hour meeting with key stakeholders to
discuss recent security events and review the organisation’s security posture.

DigitalXRAID will address any emerging threats, answer infrastructure-related security
questions, and provide valuable advice on ongoing projects that might impact
cybersecurity.

Security Review Meeting agenda includes:

e Any increase in threat landscape for the company or relevant sector
e Answering any infrastructure security related questions

e Discussing any findings from the continuous security testing work

e Discussing new internal projects that might impact security

e Answering any information security related questions

e Providing advice related to information security and cyber security
e General project and service updates
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Proud to be
as

At DigitalXRAID, we take a proactive approach to cybersecurity, so businesses stay protected and
ahead of the ever-evolving threats. The whole business is driven and motivated to make sure the

bad guys don’t win.

With the CSPaaS Service, you're not just investing in tools and services—you're partnering with a
dedicated team of experts who are committed to ensuring the upmost security 24/7.

Let DigitalXRAID take care of cybersecurity, so you can focus on what matters—growing your

business.
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CHECK Penetration Testing

Team

The DigitalXRAID Team are qualified to the best possible industry standards, and they're
fully certified, accredited and security-checked.

CREST Certified Tester

Cyber Scheme Team Members

CHECK Team Leader

Offensive Security
Certified Professional

Cisco Certified
Internetworking Expert
(CCIE Security)

Certified Information
Systems Security
Professional (CISSP)

CREST Practitioner
Security Analyst

CREST Practitioner
Intrusion Analyst

ISO 27001 Lead
Implementer & Lead Auditor
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Digital2XRAID

a XYPHER company

Need the Best Defence
Against Cyber Threats?
Call us now on 0800 090 3734

info@digitalxraid.com digitalxraid.com
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