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What is Cyber Essentials?

Cyber Essentials is a government endorsed certification designed
to shield your organisation from cyberattacks, keep your business
secure online and safeguard your digital assets.

A Cyber Essentials certification demonstrates to clients, shareholders
and key personnel that you take the threat of cybercrime seriously
and you recognise the importance of putting strategies in place to
prevent sensitive information falling into the wrong hands.

5.
=N
o
)
o

0Q
=0

o
X
=
ul
o
(2]
o
3

Why do | need Cyber Essentials?

With cyber crime on the rise and businesses increasingly vulnerable to hackers,
it's more important than ever to protect yourself from the threat of
cyberattacks. Failure to implement appropriate systems and controls could
have disastrous effects for your business, exposing your clients to identity
theft and causing irreparable damage to the integrity of your brand.

e Cyber Essentials will protect you against the majority of online threats,
safeguarding your digital assets, shielding you from cyberattacks and giving
you the peace of mind that your business is safe and secure

e Cyber Essentials is a government-approved accreditation, and without it, your
company will be unable to bid for government tenders. So, if you're looking
to win government contracts, Cyber Essentials is an absolute must.



Why Choose DigitalXRAID for
your Cyber Essentials Certification?

DigitalXRAID is committed to providing cutting-edge cyber security solutions
for businesses everywhere, and, put simply, we're the experts in our field.
We've helped certify and secure over a thousand different companies, and we
can do the same for you.

e Our highly trained experts will guide you through the process step by
step, to get your accreditation quickly

e We'll oversee the entire assessment process from start to finish,
ensuring you meet all the requirements necessary to pass your Cyber
Essentials Certification

e With our intelligent, tailored approach we'll make sure you have
everything you need to achieve your certification, providing support
and advice throughout the whole process

e With our ‘Pass First Time’ promise we provide re-sits free of charge, so
in the unlikely event that fail to achieve your Cyber Essentials
Certificate at the first attempt you won't incur any extra costs
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‘DigitalXRAID had the experience to understand the pain
points within Cyber Security. From helping us learn and

understand the importance of cyber security to helping us
know what needs to be done in the future..”
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FIVE KEY CONTROLS

Cyber Essentials is made up of five key controls. By implementing these five key controls, you
can protect your sensitive data, demonstrate to clients and stakeholders that you take the
threat of cyber crime seriously and ensure you meet all the necessary government-approved
cyber security standards.

Secure Configuration Patch Management

Cyber Essentials looks at the We are going to look at whether  New patches and versions of
measures you are taking to or not you are applying the applications are released
protect all computers correct security controls when regularly, often due to security
connected to the internet. It installing computers and other issues identified. The Cyber
also looks at the processes in network devices to reduce cyber  Essentials Certification looks at
place to identify and remove threats. how you are keeping your
malware. software updated with all the

latest security features to
eradicate any weak spots in

Boundary Firewalls Access Jour systems.
& Internet Gateway Management

We will identify whether you are Due to the number of users

using appropriate countermeasures often on a network it is key to

against unwanted traffic getting ensure that all users have the

access to your network. This correct privileges on their

includes default passwords and how  workstations according to

your firewalls / gateways are their roll and responsibilities

configured. within the organisation.
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DigitalXRAID’sCyber Essentials
Certification Packages

Here, at DigitalXRAID, we understand that no two companies are the same.
We offer a range of options to suit every organisation, from start-ups and
SMEs to blue-chip companies and multinationals.

CYBER CYBER
ESSENTIALS ESSENTIALS

CERTIFIED
CERTIFIED A

Cyber Essentials Cyber Essentials Plus 5
Receive full support throughout Cyber Essentials Plus takes this (%
the certification process one step further q%
-+
e |ASME Certification Fee e |ASME Certification Fee %
* Unlimited Consultancy * Unlimited Consultancy =
e Unlimited Phone Support e Unlimited Phone Support 8
e Unlimited Email Support e Unlimited Email Support 3
e PASS FIRST TIME e PASS FIRST TIME
e No retest fees e No retest fees
e Automatic Cyber Liability Insurance e Automatic Cyber Liability Insurance /
e Success displayed by NCSC e Success displayed by NCSC

e \Website Health Check
e External Vulnerability Scan
e Technical Verification
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At DigitalXRAID, we specialise in providing cutting-edge, market-leading cyber security
solutions. We're experts in our field, and our skills and experience are backed up by our
extensive awards and certifications. We're serious about security and compliance and
have some of the finest security professionals in the country.
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Our Team

The DigitalXRAID Team are qualified to the best possible industry standards, and they’re
fully certified, accredited and security-checked.

Here are just a few of our employees’ credentials:

CREST Certified Tester Certified Information
Systems Security

Professional (CISSP)
Cyber Scheme Team Members

CREST Practitioner

CHECK Team Leader Security Analyst

Offensive Security CREST Practitioner
Certified Professional Intrusion Analyst

Cisco Certified 15O 27001 Lead
Internetworking Expert Implementer & Lead Auditor

(CCIE Security)
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Need the Best Defence
Against Cyber Threats?
Call us now on 0800 090 3734

info@digitalxraid.com digitalxraid.com
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