
Ardens Healthcare Informatics is a leading provider of Clinical
Decision and Data Analytics used by around 6000 SystmOne and
EMIS Web healthcare practices across England. Ardens has contracts
with many ICBs, STPs and PCNs across England and many other
groups too. 

Ardens have also worked with the RCGP, BMA, Wessex LMC,
Vanguards and Prisons. Ardens is a clinically and technically led
company which  understands the issues faced within Primary Care on
a daily basis. The whole team is passionate about using informatics to
improve patient care and continues to evolve with its ever changing
healthcare environment.

As the data that Ardens Clinical and Ardens Manager  deals with is
healthcare related and therefore categorised as sensitive, data
security is paramount to the business. A few years ago, Ardens
identified that an ISO 27001 certification would not only put
formality around its information security management processes but
also give its contracted partners the confidence that any data that
was processed by Ardens would be secure. 

The Ardens team knew that the ISO certification process involved a
lot of detailed work around the standard, so set about looking for a
provider to offer expertise and guidance throughout the process.
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The Solution

After conducting some online research into ISO certification
providers and speaking with a few providers about their service,
DigitalXRAID was chosen as the best fit for Ardens. 

DigitalXRAID immediately set about understanding the requirements
that Ardens had in line with their healthcare contracts and sensitive
data handling, and supplied a detailed outline of what would be
needed throughout the process. 

Before certification, work was needed to create the standards and
test the audit process, to ensure that everything met the ISO 27001
standards and controls. The DigitalXRAID team provided guidance
so that this process wasn’t arduous and to ensure that everything
produced was in line with the ISO standard. 

DigitalXRAID completed a risk assessment and gap analysis for
Ardens to assess what processes, information security management
systems and controls had been put in place and what areas needed
action. Throughout the entire process the DigitalXRAID team
provided visibility and understanding of what work was being
undertaken.

Any areas of improvement that had been identified in the initial gap
analysis, and recommendations to implement the framework to
become ISO 27001 compliant, were made and put into action. 

Following a two-stage audit process, conducted with a UKAS
certified body, all internal documentation, policies and processes
were validated with no non-conformances, and Ardens was awarded
the ISO 27001 certification on the very first assessment. 

Following certification, DigitalXRAID have supported Ardens on a
further two successful re-certification audits.

Service:
ISO 27001 Certification
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DigitalXRAID are an award-winning managed security services provider dedicated to providing our clients with
state-of-the-art cyber security solutions. We specialise in Vulnerability Management, Threat Intelligence,
Information Security, PCI-DSS, Penetration Testing, Managed Security Services, Security Consultancy, and offer a
fully managed Security Operations Centre (SOC) for your complete cyber security protection. 

Visit www.digitalxraid.com
Contact us: 
0800 090 3734
info@digitalxraid.com

The Results
Ardens has never received a major non-conformance in any of its ISO
audits, thanks to the partnership with DigitalXRAID and the work that
has gone into preparation for the Information Security Management
System (ISMS) and certification stages. 

At the most recent audit, Ardens received a completely clean sheet,
with not even a single OFI (opportunity for improvement) mentioned,
which is extremely rare and testament to the work that DigitalXRAID
and Ardens have put into the process. 

Not only can Ardens prove its data security practices for new and
existing contractual conversations, but the ISO 27001 Certification
has also significantly reduced the work needed to comply with the
NHS Data Security Protection Toolkit, against the National Data
Guardian’s 10 data security standards. 

Ardens is now looking to extend its ISO certifications, working with
the DigitalXRAID team on what would be needed for ISO 9001
accreditation for Quality Service Management. 

Service:
ISO 27001 Certification

“Everything has gone really well, working with the DigitalXRAID
team, and we want to continue the relationship because the

support has been invaluable to us. 

All the work that has happened behind the scenes, checking the
policies, has been spot on. We received detailed guidance

throughout the process to ISO certification and beyond, which is
exactly what we needed to succeed.”

Mick Smith, Senior Support  Manager and Compliance Officer, 
Ardens Healthcare Informatics
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