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Executive Summary

This Annual Threat Pulse Report 2023 amalgamates a wealth of data accumulated over the
year, offering a holistic view of the prevailing threat landscape. It underscores notable
trends and fshares insights into the evolving strategies and techniques employed by cyber
adversaries.

2023 has been distinctive in cybersecurity, characterised by the escalating frequency and
complexity of cyber threats. These threats have not only become more sophisticated, but
we've also seen a substantial increase in targeted attacks across a diverse range of sectors.
There's been an innovative exploitation of emerging technologies, alongside a strategic
adaptation of attack methodologies, all designed to circumvent advanced security protocols.

Key Findings

Rise in Sophistication of Cyber Threats:

2023 witnessed the emergence of new ransomware strains, like Rorschach and BlackSuit,
alongside a significant uptick in the exploitation of critical vulnerabilities within widely
utilised technologies. This trend underscores a marked advancement in the sophistication of
cyber threats.

Diverse Attack Vectors:

Phishing, social engineering, and the exploitation of vulnerabilities, have emerged as the
predominant attack vectors for 2023, demonstrating cybercriminals' agility in adapting their
strategies to target organisations.

Widespread Impact:

The threat landscape of 2023 has not been limited to specific industries but has spanned
across various sectors, including government, defence, healthcare, and critical infrastructure,
indicating a broad and diverse impact of cyber threats.

Innovative Exploitation of Technologies:

The targeted exploitation of emerging technologies and the shift towards attacking less
commonly targeted operating systems, such as Linux, highlights an evolving approach in
cybercriminals toolkit.

Vulnerabilities as Prime Targets:

The categorisation of CVEs has revealed a concerning number of high and critical severity
vulnerabilities, emphasising the imperative need for timely patch management and
vulnerability remediation.



Implications and Recommendations

The findings from 2023 illuminate the critical need for organisations to enhance their
cybersecurity posture, through a multi-faceted approach. This not only includes the
implementation of robust technological solutions, but also suggests that fostering a culture
of security awareness and vigilance among employees is needed when looking to 2024 and
beyond.

The findings in the report advocate for a proactive stance on security, emphasising the
importance of regular security assessments, timely patch management, and the strategic
deployment of resources to safeguard against the most pressing cyber threats.

DigitalXRAID’s Annual Threat Pulse Report 2023 serves as a testament to the dynamic and
challenging nature of the cybersecurity landscape. It provides a pivotal resource for
understanding the complexities of modern cyber threats and offers strategic guidance for
navigating the cybersecurity challenges that lie ahead. As we move forward, the insights
garnered from this report will be instrumental in shaping resilient and adaptive
cybersecurity strategies, ensuring that the bad guys don’t win and that organisations can
thrive in an increasingly digital world.




Introduction to the 2023
Cybersecurity Landscape

As we reflect on the cybersecurity landscape
of 2023, it’s clear that the year has been
marked by an unprecedented array of cyber
threats that have challenged organisations
globally. From sophisticated ransomware
campaigns to covert state-sponsored
espionage activities, the threats have not
only grown in volume but have also
significantly increased in complexity and
sophistication.

As organisations have increasingly shifted to
digital operations, cyber adversaries have
likewise evolved, exploiting new
vulnerabilities and adapting their tactics to
bypass emerging security measures. This
dynamic interplay between advancing
technology and evolving threats has defined
the cybersecurity landscape in 2023,
presenting a continuous game of cat and
mouse between cyber defenders and
attackers.

The Rise of Sophisticated Ransomware
Campaigns

One of the most prominent features of the
2023 cybersecurity landscape has been the
rise of sophisticated ransomware campaigns.
These campaigns have not only targeted
large corporations but have also increasingly
focused on critical infrastructure sectors,
healthcare organisations, and educational
institutions.

The emergence of new ransomware strains,
such as Rorschach and BlackSuit, has
underscored the relentless innovation of
cybercriminals. These strains have
demonstrated advanced capabilities,
including rapid encryption methods and
tactics to evade detection, complicating the
efforts of cybersecurity teams to protect
their networks.

State-sponsored Espionage

Another significant trend in 2023 has been
the increase in state-sponsored cyber
espionage activities. These activities have
been characterised by their high level of
sophistication and their strategic targeting of
sensitive governmental and infrastructural
networks. The motives behind these
campaigns have ranged from political
espionage to the disruption of critical
services, highlighting the role of cyber
operations in broader geopolitical strategies.

Exploiting Emerging Technologies

As organisations have embraced emerging
technologies, cyber adversaries have also
sought to exploit these new vectors. The
increased targeting of Linux systems, loT
devices, and cloud services has revealed a
shift in attacker focus, expanding the attack
surface and presenting new challenges for
cybersecurity defences.




The Evolution of Attack Methodologies

The evolution of attack methodologies
in 2023 has been marked by a diverse
range of tactics.

Phishing, social engineering, and the
exploitation of vulnerabilities have
remained prevalent, with attackers
continually refining their approaches to
circumvent security measures.

Additionally, the year has seen
innovative exploitation of supply chain
vulnerabilities and the use of
deception tactics, such as the
impersonation of cybersecurity firms,
to gain the trust of unsuspecting
victims.

The tactic of impersonating a
cybersecurity firm in a cyberattack,
such as the SophosEncrypt
ransomware, is not entirely new but is
relatively rare and noteworthy.

Cybersecurity firm impersonation and
similar deceptive practices have been
seen before, but they are not as
common as other types of social
engineering or impersonation attacks.




Historical Context

e Trust Exploitation: Attackers have long exploited the trust placed in well-known entities,
brands, or organisations. Impersonating a reputable cybersecurity firm falls into this
category, leveraging the trust and recognition associated with these entities.

e Similar Tactics: In the past, attackers have impersonated various trusted entities,
including government agencies, well-known tech companies, banks, and service
providers, to gain the confidence of their targets.

e Phishing and Malware: Instances where malware is disguised as legitimate security
software or phishing emails purported to be from cybersecurity firms have been a part
of the threat landscape historically, though less common compared to other types of
impersonation.

Why Impersonate a Cybersecurity Firm?

e Bypassing Vigilance: Since cybersecurity firms are associated with safety and security,
users might be less suspicious of software or communications appearing to originate
from them.

e Gaining Access: Users may be more willing to grant permissions or follow instructions if

they believe they are enhancing their security, based on the reputable name of a
cybersecurity firm.

Implications

* |ncreased Skepticism: Such tactics necessitate a higher level of vigilance even when
dealing with seemingly trustworthy sources.

e Verification and Awareness: It underscores the importance of verifying the authenticity
of security software and communications, and not just relying on the name or brand.



Setting the Stage

As we delve deeper into the chapters that follow, we will explore each of these trends in
greater detail, examining the impact of specific threats, the sectors targeted, and the
evolving landscape of attack methodologies. The insights provided in this report are aimed
at equipping organisations with the knowledge to anticipate future threats and to reinforce
their cybersecurity posture in the face of an increasingly complex threat environment.

2023 has highlighted the critical importance of cybersecurity as a foundational element of
digital operations. As we navigate this challenging landscape, the lessons learned will
undoubtedly shape the strategies and defences deployed by organisations to protect
against the cyber threats of tomorrow.




Most Common Threats
Across the Year

In 2023, the cybersecurity landscape was
dominated by various threats, with
ransomware and phishing maintaining their
positions at the forefront.

However, a significant trend observed
throughout the year was the notable
increase in attacks exploiting vulnerabilities in
both software and hardware, signalling a shift
towards more sophisticated attack vectors.

This chapter provides a detailed breakdown
of these threats, shedding light on the most
frequently encountered types and their
implications for organisations worldwide.

From the emergence of new ransomware
strains to the exploitation of critical
vulnerabilities, the spectrum of threats in
2023 underscores the need for robust and
adaptive cybersecurity measures.

Statistical Breakdown of Threats
The distribution of threats in 2023 highlights

the diverse nature of the cybersecurity
challenges faced by organisations:

¢ Ransomware:

Representing a significant portion of the
cyber threats, ransomware attacks
underscored the need for effective data
protection and incident response strategies.

¢ Phishing:

Continuously evolving, phishing attacks
exploited various mediums, including email,
messaging platforms, and even physical QR
codes, to target individuals and
organisations.

¢ Vulnerability Exploitation:

Attacks targeting software and hardware
vulnerabilities saw an uptick, emphasising the
importance of a proactive security posture
and the continuous monitoring of emerging
threats.



Ransomware: The Persistent
Threat

Ransomware's persistence in the threat landscape underscores its effectiveness as a tool
for cybercriminals seeking financial gain. Ransomware continued to dominate the threat
landscape in 2023, with both the evolution of existing strains and the emergence of new
ones causing significant concern. Two key strains, Rorschach and BlackSuit, exemplify the
innovative tactics and increased sophistication of modern ransomware attacks.

e Rorschach Ransomware stood out due to its rapid encryption capabilities and the use of
DLL side-loading techniques, allowing it to infect systems quickly and efficiently. Its
ability to delete backups and disable security features made recovery particularly
challenging for affected organisations.

e BlackSuit Ransomware, targeting Linux systems, highlighted a shift in focus towards less
commonly targeted operating systems, potentially catching unprepared organisations
off guard. Its similarities to the Royal ransomware suggested a possible evolution or
collaboration in the ransomware ecosystem.




Identification and Overview
of Ransomware Strains

¢ January: Mimic Ransomware
Features: Uses the 'Everything' file search tool for
targeting files for encryption.
Impact: Encrypts files, avoids critical system files,
demands ransom in Bitcoin.

e April: Rorschach Ransomware
Features: Fast encryption using hybrid-
cryptography, DLL side-loading technique.
Impact: Encrypts files rapidly, deletes backups,
disables security features.

¢ April: Cylance Ransomware
Features: Targets both Linux and Windows devices.
Impact: Encrypts files, leaves a ransom note
demanding contact via email.

¢ May: BlackSuit Ransomware
Features: Shares similarities with Royal
ransomware, targets Linux systems.
Impact: Encrypts files, includes specific arguments
for targeted actions.

¢ August: TZW Ransomware
Features: Part of the Adhubllka ransomware family,
targets individuals and small businesses.
Impact: Demands smaller ransoms, more
personalized targeting approach.

e September: 3AM Ransomware
Features: Written in Rust, unrelated to known
ransomware families.
Impact: Encrypts files, attempts to stop security
and backup services.




Exploitation of Vulnerabilities

The exploitation of vulnerabilities within widely used technologies posed another significant
threat in 2023. Cyber adversaries leveraged these vulnerabilities to gain unauthorised
access, exfiltrate sensitive data, and deploy malicious payloads.

Noteworthy vulnerabilities included:

e jsonwebtoken Library Flaw (CVE-2022-23529): Affecting thousands of projects, this

vulnerability in the jsonwebtoken library underscored the widespread impact of security
flaws in commonly used open-source components.

e Windows Zero-Day Exploit: This unpatched vulnerability, exploited in targeted attacks,

highlighted the critical nature of promptly addressing known security flaws to prevent
exploitation by malicious actors.




Phishing: The Art of Deception

Phishing remained a favoured tactic among cybercriminals, leveraging the art of
deception to trick individuals into divulging sensitive information or executing
malicious actions. The method's success hinges on its ability to exploit the weakest link
in any security system: the human element. In 2023, phishing campaigns became
increasingly sophisticated, employing:

e Emails and Messages: Crafted to appear as legitimate communications from
trusted entities, these messages often prompted users to click on malicious
links or open infected attachments.

¢ QR Codes (Quishing): An innovative twist on traditional phishing, exploiting
the growing ubiquity of QR codes for malicious purposes.

e Targeted Spear-Phishing: Highly personalised attacks aimed at specific
individuals or organisations, enhancing their effectiveness by leveraging
information gathered through reconnaissance.

Social Engineering: Beyond Phishing

While phishing is a form of social engineering, the broader category encompasses a
variety of tactics aimed at manipulating individuals into performing actions or revealing
confidential information. In 2023, social engineering attacks demonstrated remarkable
creativity, including:

e Pretexting: Fabricating scenarios or identities to obtain information under
false pretences.

e Baiting: Offering something enticing to lure victims into a trap, such as free
downloads that conceal malware.

e |mpersonation: Mimicking entities or individuals to gain trust, including the
impersonation of cybersecurity firms to distribute malware.

These trends not only highlight the evolving nature of cyber threats but also
underscore the importance of comprehensive cybersecurity measures that encompass
technology, processes, and people.

As organisations look to fortify their defences against these prevalent threats, a multi-
layered approach to cybersecurity - integrating robust technological solutions,
employee education, and a culture of security awareness - will be paramount in
navigating the challenges ahead.



Common Threats Across the Year

January: Russian Cyber Espionage,
jsonwebtoken Library Flaw, XLL Add-
ins Infection, QakBot Malware,
Boldmove Linux Malware, Mimic
Ransomware, Python RAT, Titan
Stealer.

February: PureCrypter Malware, Beep
Malware, Trojanised PyPI Packages,
HTML Smuggling, Stealc Info Stealer,
Beep Malware Evasion, ESXi Servers
Ransomware.

March: Microsoft OneNote Abuse,
HiatusRAT Router Malware, Emotet
Malware in OneNote, Microsoft
Outlook Vulnerability, Elementor Pro
Plugin Vulnerability, AlienFox Malware.
April: Rorschach Ransomware,
EvilExtractor Malware, RTM Locker
Ransomware on ESXi, VMware
Bluetooth Vulnerability, BellaCiao
Malware, AuKill EDR Disabler, EDR
Killer Malware, Cylance Ransomware.
May: Legion Malware, BlackSuit
Ransomware, CosmicEnergy Malware,
Critical OAuth Framework Flaw, Bandit
Stealer, Greatness Phishing Tool.

June: Credential Stealing by Russian
Hackers, ThirdEye Malware, Mystic
Stealer Malware, Akira Ransomware on
ESXi, nOAuth Flaw in Azure AD.

July: Windows Zero-Day Exploit,
SonicWall Product Vulnerabilities,
SophosEncrypt Ransomware, Big Head
Ransomware, VMWare CVE-2023-
20891, Realst Malware, CherryBlos and
FakeTrade Malware, 8Base
Ransomware.

August: Rhysida Ransomware, WIinRAR
Security Flaw, APK Compression in
Android Malware, T/W Ransomware,
Barracuda ESG Vulnerability, KmsdBot
loT Malware, Ursnif Banking Trojan.
September: DarkGate Loader Malware,
Cisco SD-WAN Vulnerabilities,
Chinese Hackers on Cisco Routers,
Bumblebee Malware, 3AM
Ransomware, BlueShell Malware.
October: SpyNote Android Trojan, QR
Code Phishing, Cisco I0S XE Software
Vulnerability, BlackSuit Ransomware,
SprySOCKS Linux Malware, Citrix
NetScaler Vulnerability, Sticky
Werewolf Attacks, PAM Malware, BIG-
IP Vulnerability.

November: Critical ownCloud Flaw
Exploitation, SysAid On-Prem Software
Vulnerability, Gamaredon’s LittleDrifter
USB Malware, LockBit Ransomware's
Citrix Bleed Exploit, Credential
Harvesting via File-Sharing Services,
StripedFly Malware, Confluence Data
Wiping Bug

December: Scattered Spider Phishing
Infrastructure, MrAnon Stealer via
Fake Hotel Booking PDF, Malvertising
Targeting Cryptocurrencies, Chinese
Hackers Target Barracuda ESG, Google
OAuth Endpoint Abuse, JaskaGO Info
Stealer, pfSense Firewall Software
Vulnerabilities, Cobalt Strike Detection
with GCTI YARA Rules



Key Threats in 2023

¢ Russian Cyber Espionage (January)
Target: Energy, Critical Infrastructure
Method: Espionage, Phishing
Impact: Political, Infrastructural

¢ jsonwebtoken Library Flaw (January)
Target: Multiple Projects (22,000+)
Method: Library Vulnerability
Impact: Data Security, Remote Code Execution

¢ QakBot Malware (January)
Target: Windows OS
Method: Phishing, Vulnerability Exploitation
Impact: Malware Installation, Data Theft

¢ PureCrypter Malware (February)
Target: Government Organizations
Method: Malware Downloader
Impact: Data Theft, Ransomware Delivery

¢ HiatusRAT Router Malware (March)
Target: Business-Grade Routers
Method: Remote Access Trojan
Impact: Network Spying, Data Interception

e Rorschach Ransomware (April)
Target: Various Sectors
Method: Ransomware, DLL Side-Loading
Impact: Data Encryption, Operational Disruption

e Legion Malware (May)
Target: SSH Servers, AWS
Method: SSH Exploitation, Credential Theft
Impact: Data Breach, AWS Credential Theft

e Credential Stealing by Russian Hackers (June)
Target: Various Sectors (IT, Defense, etc.)
Method: Credential Theft, Phishing
Impact: Unauthorized Access, Data Theft

e Windows Zero-Day Exploit (July)
Target: Windows Systems
Method: Zero-Day Exploit
Impact: Remote Code Execution, System
Compromise

e Cisco I0S XE Software Vulnerability
(October)
Target: Cisco Devices
Method: Software Vulnerability
Impact: Unauthorized Access, System Control

Digital XRAID




Most Mentioned
Technology or Company

The cybersecurity landscape of 2023 has
been significantly shaped by the
technologies and companies that have

frequently found themselves at the centre

of cybersecurity incidents.

Notable mentions include Windows, Linux,

Microsoft Office/OneNote, and VMware,
each playing a pivotal role in the narrative
of cyber threats over the year.

This chapter delves into the analysis of
these mentions, exploring the reasons
behind their prominence and the broader
implications for organisational security.

Technology or Company incidents in 2023
included:

¢ Operating Systems:
- Windows (e.g., Windows Zero-Day
Exploit, vulnerabilities affecting Windows
systems)
- Linux (e.g., Boldmove Linux Malware,
Linux version of ransomware)
- Android (e.g., SpyNote Android Trojan)

e Software and Applications:
- Microsoft Office/OneNote (e.g.,
Microsoft OneNote Abuse, Emotet
Malware in OneNote)
- VMware (e.g., RTM Locker Ransomware
on ESXi)
- Citrix NetScaler (e.g., Citrix NetScaler
Vulnerability)
- Cisco Products (e.g., Cisco IOS XE
Software Vulnerability, Cisco Routers)

¢ Hardware and Networking
Equipment:
- loT Devices (e.g., KmsdBot loT Malware)

¢ Cybersecurity Firms and Products:
- Sophos (e.g., SophosEncrypt
Ransomware)
- Barracuda (e.g., Barracuda ESG
Vulnerability)
- F5 (e.g., BIG-IP Vulnerability)

* Programming Languages and
Libraries:
- Python (e.g., Python RAT, Trojanised PyPI
Packages)
- jsonwebtoken library (e.g., security flaw in
jsonwebtoken)

e Cloud Services and Platforms:
- AWS (e.g., Legion Malware targeting
AWS credentials)
- Azure AD (e.g., nOAuth Flaw in Azure
AD)



° . As one of the most widely used operating
WI ndOWS. A systems globally, Windows continued to

. be a prime target for cyber adversaries.
Prime Target

Its ubiquity across personal and enterprise
environments makes it an attractive target,
with vulnerabilities in the OS often leading
to widespread cybersecurity incidents.

The Windows Zero-Day Exploit
highlighted in 2023 exemplifies the critical
nature of such vulnerabilities and their
potential for significant impact,
emphasising the need for vigilant patch
management and security measures.




Linux;
Expanding the
Attack Surface

Traditionally seen as a more secure
alternative to other operating systems,
Linux has not been immune to cyber
threats.

The emergence of ransomware strains like
BlackSuit targeting Linux systems signifies
a shift in attacker focus, expanding the
attack surface to include systems
previously considered less vulnerable.

This trend underscores the importance of
security diligence across all operating
systems, challenging the perception of
invulnerability associated with Linux.



Microsoft
Office/OneNote:
The Tool of

Choice

Microsoft Office and OneNote have
become tools of choice for
cybercriminals, not due to inherent
vulnerabilities in the software itself but
because of their widespread use and trust
within organisations.

Phishing attacks leveraging malicious
Office documents or exploiting features in
OneNote for malware delivery have been
prevalent, exploiting the trusted status of
these applications to bypass user vigilance
and security controls.



VMware:
Virtualisation
Vulnerabilities

As a leading provider of virtualisation
solutions, VMware's prominence in
cybersecurity incidents is indicative of
the critical role virtual environments play
in modern IT infrastructures.

Vulnerabilities in VMware products, such
as the one impacting ESXi servers, have
highlighted the potential for significant
disruption and the importance of securing
virtualised environments against
exploitation.



Categorisation of CVEs

The cybersecurity landscape of 2023 has been significantly influenced by the
discovery and exploitation of various common vulnerabilities and exposures (CVEs).

These CVEs identified and catalogued for their potential impact on information security
have ranged from high to critical severity, underscoring the persistent threat that
vulnerabilities posed to organisational security.

This chapter provides a critical examination of the CVEs identified throughout the vear,
highlighting the distribution of their severities and the imperative of implementing timely
patch management and vulnerability remediation strategies.




Categorisation of CVEs

The severity of a CVE is typically assessed using the Common Vulnerability Scoring System
(CVSS), which provides a standardised way to capture the principal characteristics of a
vulnerability, and produce a numerical score reflecting its severity.

The CVSS scores range from O to 10, with higher scores indicating greater severity. CVEs
are categorised into the following severity levels based on their CVSS scores.

¢ Critical Severity (CVSS 9.0-10):
Vulnerabilities that pose an immediate and
severe risk, often allowing for remote code
execution or complete system compromise
without user interaction.

¢ High severity (CVSS 7.0-8.9):
Significant vulnerabilities that can still lead
to substantial harm, such as data breaches
or system disruption, but may require
specific conditions to exploit.

¢ Moderate severity (CVSS 4.0-6.9):
Vulnerabilities with a moderate impact
which could potentially lead to limited
harm under certain circumstances.

e Low Severity (CVSS 0.1-3.9):
Issues that pose a minimal risk, often
requiring extensive user interaction to
exploit or resulting in negligible impact.



Distribution of CVE
Severities in 2023

The year 2023 has seen a concerning trend in the number of high and
critical severity vulnerabilities, indicating an increased risk landscape for
organisations worldwide.

Some of the notable CVEs include:

Critical Severity CVEs:

Such as the Windows Zero-Day exploit and the Cisco IOS XE software
vulnerability, which have offered attackers a potent avenue for widespread
system compromise.

High Severity CVEs:

Including the jsonwebtoken library floor and the Citrix NetScaler
vulnerability which while requiring specific conditions to exploit, presented
significant security challenges.



Highlighted
CVEs of 2023

Several CVEs have stood out in 2023 due to their widespread impact and
the critical nature of the vulnerabilities they represent.

These include:

CVE 2023-23997 Microsoft Outlook Vulnerability:

A critical flaw allowing for privilege escalation and authentication bypass,
exemplifying the type of vulnerability that can have widespread
organisational impacts.

CVE 2023-20198. Cisco I10S XE Software Vulnerability:
Highlighting the risks inherent in networking equipment, this critical
vulnerability underscores the importance of securing the network
infrastructure.

CVE 2022-23529 jsonwebtoken Library Flaw:

Affecting a vast number of projects, this high severity vulnerability in a
widely used library highlights the cascading effect that a single vulnerability
can have across multiple applications.



Most Common Attack Methods

January: Phishing (ALLANITE's email
phishing), Exploiting Vulnerabilities
(jsonwebtoken library flaw, QakBot
Malware's unpatched vulnerability),
Remote Code Execution (Boldmove
Linux Malware), Credential Theft (Titan
Stealer).

February: Malware Deployment
(PureCrypter Malware), Social
Engineering (Beep Malware), Supply
Chain Attacks (Trojanised PyPI
Packages).

March: Social Engineering (Microsoft
OneNote Abuse), Exploiting
Vulnerabilities (Microsoft Outlook
Vulnerability, Elementor Pro Plugin
Vulnerability), Credential Theft
(AlienFox Malware).

April: Remote Code Execution
(Rorschach Ransomware), Phishing
(EvilExtractor Malware), Credential
Theft (Cylance Ransomware).

May: Exploiting Vulnerabilities (Legion
Malware targeting SSH servers, Critical
OAuth Framework Flaw), Phishing
(Greatness Phishing Tool).

June: Credential Theft (Credential
Stealing by Russian Hackers), Malware

Deployment (ThirdEye Malware, Mystic

Stealer Malware), Exploiting
Vulnerabilities (Akira Ransomware on
ESXi).

July: Exploiting Vulnerabilities
(Windows Zero-Day Exploit, SonicWall
Product Vulnerabilities), Remote Code
Execution (SophosEncrypt
Ransomware), Malware Deployment
(Big Head Ransomware).

August: Phishing (Rhysida
Ransomware), Exploiting Vulnerabilities
(WInRAR Security Flaw), Remote Code
Execution (TZW Ransomware),
Credential Theft (KmsdBot loT
Malware).

September: Social Engineering
(DarkGate Loader Malware using
Microsoft Teams), Exploiting
Vulnerabilities (Cisco SD-WAN
Vulnerabilities), Credential Theft
(Chinese Hackers on Cisco Routers).
October: Social Engineering (SpyNote
Android Trojan), Phishing (QR Code
Phishing), Exploiting Vulnerabilities
(Cisco IOS XE Software Vulnerability),
Remote Code Execution (BlackSuit
Ransomware), Malware Deployment
(SprySOCKS Linux Malware).
November: Exploiting Vulnerabilities
(Critical ownCloud Flaw, SysAid
Software Vulnerability), Malware
Deployment (SysAid Vulnerability
Exploitation), USB Malware
(Gamaredon’s LittleDrifter), Credential
Theft (File-Sharing Service Phishing
Campaign).

December: Phishing and Social
Engineering (Scattered Spider
Infrastructure, MrAnon Stealer via
Fake PDF), Exploiting Vulnerabilities
(Citrix Bleed Exploit, Confluence Data
Wiping Bug), Malware Deployment
(Malvertisers targeting
cryptocurrencies, JaskaGO Info
Stealer), Zero-Day Exploitation
(Chinese Hackers Target Barracuda
ESG).



Implications for
organisational security

The frequent targeting and involvement of
technologies and companies in
cybersecurity incidents have several key
implications for organisational security:

¢ Universal Vulnerability:

No technology or company is immune to
cybersecurity threats, underscoring the
need for comprehensive security strategies
that encompass all aspects of the IT
environment.

¢ Importance of Timeliness:

The rapid exploitation of vulnerabilities
highlights the importance of timely updates
and patches, along with proactive security
monitoring to detect and mitigate threats.

e User Awareness:

Given the role of trusted applications in
facilitating attacks, enhancing user
awareness and vigilance becomes
paramount in preventing social engineering
and phishing attempts.



The prevalence of high and critical severity
vulnerabilities in 2023 highlights several key
actionable insights for organisational security:

Timely patch management:

The critical nature of these vulnerabilities underscores the importance of the
timely application of patches and updates to mitigate potential risks.

Proactive vulnerability Remediation:

Organisations must adopt proactive measures to monitor for, identify, and
remediate vulnerabilities, before they can be exploited by adversaries.

Comprehensive security posture:

Beyond patch management, a comprehensive security posture that includes
regular security assessments, employee awareness training and the
implementation of advanced security technologies is vital to defend against
the exploitation of these vulnerabilities.



The high and critical categorisation of CVEs in
2023 reveals a landscape rife with
vulnerabilities that present significant
challenges to cybersecurity defences.

As organisations navigate this complex terrain,
the prioritisation of vulnerability management
and the adoption of a holistic approach to
cybersecurity are paramount in safeguarding
against the ever evolving threat of exploitation.

The insights gleaned in DigitalXRAID’s Annual
Threat Pulse Report serve as a reminder that as
cyber adversaries continue to seek out and
exploit vulnerabilities, organisations must
remain vigilant - ensuring that their defences
evolve in tandem with the threat landscape.

By prioritising the identification and
remediation of high and critical severity
vulnerabilities organisations can strengthen
their cyber security posture and protect their
vital digital assets against potential attacks.
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