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A survey conducted by RSM found that a quarter of housing
associations had suffered a cyberattack in 2020. As an organisation
that focuses on trust as a key value, the Housing Association wanted
to ensure that its security was top of the agenda, to protect
customer data and business continuity, and to be sure that it
wouldn’t be the next housing association to suffer an attack.

The housing association had a range of cloud infrastructure and
systems in place across 60 office sites to enable effective
management of the business.

The association also needed to adhere to regulatory compliance as a
private entity working closely with various government
organisations. However, it hadn’t implemented any formal cyber
security programmes to proactively monitor for attacks on the
business.

The housing association consulted with 3 managed security services
providers to gather recommendations on what a roadmap to a full
cyber security programme could look like for the organisation.
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The housing association chose DigitalXRAID as their managed
Service: security services provider following recommendations from previous

Security Operations customers as to the level of expertise and quality service that they

Centre (SOC) could provide.

The association’s Technology Director wanted to understand more
about what the current security posture looked like and if there
were any gaps that needed to be addressed, particularly around
cloud environments and other third-party IT and infrastructure
teams.

DigitalXRAID recommended that the housing association aligned to
the ISO 27001 framework, which would provide a comprehensive
gap analysis on its current security posture, as a first step in the
roadmap.

As the only internationally recognised standard that defines the
requirements of an information security management system (ISMS),
ISO standards provide customers and other stakeholders with the
reassurance needed that their data was safe and would underpin the
association’s trust values. Any areas of improvement that had been
identified in the initial gap analysis, and recommendations to
implement the framework were made and put into action.

While the ISO 27001 standard meant that the housing association
was able to monitor and maintain its ISMS to keep data safe, and
continually educate its workforce on cyber risks, this still couldn’t
prevent cyberattacks on the organisation.

As part of the overall business case presented to the board, the
housing association wanted to implement DigitalXRAID's fully
managed Security Operations Centre (SOC) service, which would
see DigitalXRAID become an extension of the housing association’s
IT team, monitoring the entire estate for threats and vulnerabilities
24/7/365.
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DigitalXRAID's security experts worked closely with the housing

x ?)EPCELFJaiITTl\c,)NS association to understand its infrastructure set up and the

CENTRE requirements it had for complete protection. With this detail
captured, the analyst team could determine appropriate event

Service: sources and data collection methods to be used across the estate

Security Operations and produce an end-to-end design and scope document.

Centre (SOC
( ) With board investment secured for the housing association’s

Security Operations Centre design and scope, DigitalXRAID began
implementation work so that the SOC analysts could collect data
from the association’s environments and integrate them into the
SOC tools such as SIEM & analytics and threat and vulnerability
monitoring. DigitalXRAID’s team conducted research into emerging
threats in the industry in order to fully understand what to look for
using ‘always on’ threat intelligence tooling.

The housing association was fully onboarded, with alerts, tuning and
baselining, and escalation thoroughly tested for clear incident
management via its SOC portal.
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The housing association now has an official ISMS in place with
Service: technical controls to manage processes and keep customer and
Security Operations employee data safe. It also has 24/7 proactive monitoring of
Centre (SOC) systems and cyber threats for complete protection from attacks.

The housing association’s Security Operations Centre can scale in
line with business growth through acquisition for a future
proofed solution.

Following ISO guidelines and in line with the SOC, the housing
association is looking to implement continuous penetration
testing as the next step in its cyber maturity roadmap, in order to
adhere to certification requirements and ensure that it addresses
any risks or vulnerabilities, so its IT estate remains secure.

DigitalXRAID are an award-winning managed security services provider dedicated to providing our clients with
state-of-the-art cyber security solutions. We specialise in Vulnerability Management, Threat Intelligence,
Information Security, PCI-DSS, Penetration Testing, Managed Security Services, Security Consultancy, and offer a
fully managed Security Operations Centre (SOC) for your complete cyber security protection.

Visit www.digitalxraid.com
Contact us:

0800 090 3734
info@digitalxraid.com




