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Service:

How ARU were able to deliver learning
services to the 7Forces Police consortium
with an ISO 27001 certification

The Requirement

Ranked in the world’s top 350 institutions in the 2020 Times Higher
Education World University Rankings, Anglia Ruskin University (ARU)
is a global university transforming lives through innovative, inclusive
and entrepreneurial education and research. They offer
undergraduate and postgraduate level courses, as well as professional
qualifications and research degrees, across four faculties and three
campuses in Cambridge, Chelmsford and Peterborough.

ARU’s research institutes and four faculties bridge scientific, technical
and creative fields. They are the largest provider of Nursing,
Midwifery, Health and Social Care students in England, and are
among the UK’s leading universities for degree apprenticeship
provision; including to the Seven Force Strategic Collaboration
Programme (7Forces).

The 7Forces programme was established in 2015 and is working
across the Eastern Region to develop and implement successful
collaborative solutions to protect the front-line delivery of policing.
The police forces that form the collaboration are Bedfordshire,
Cambridgeshire, Hertfordshire, Norfolk, Suffolk, Essex and Kent.

Some of the key themes of the 7Forces programme looked at gaining
access to the right resources and partnerships to enable the delivery
of effective and efficient police services. 

As part of this focus, the 7Forces programme partnered with ARU to
deliver Policing Education Qualifications Framework (PEQF) courses,
covering a range of professional training, to police officers and staff,
meeting the government requirement for Police officers to be
qualified to degree level.

ISO 27001 Certification
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The Solution

ARU had an existing relationship with DigitalXRAID following
previous security certification projects, so contacted them about an
ISO 27001 managed service to be able to achieve certification with
guided expertise and support. DigitalXRAID immediately set about
understanding the requirements that ARU had in line with their
7Forces contract and supplied a detailed outline of what would be
needed throughout the process. 

Before certification, work was needed to create the standards and
test the audit process, to ensure that everything met the ISO 27001
standards and controls. DigitalXRAID completed a risk assessment
and gap analysis for ARU to assess what processes, information
security management systems and controls had been put in place
and what areas needed action. 

Throughout the entire process the DigitalXRAID team provided
visibility and understanding of what work was being undertaken.
They worked closely with the operational group at ARU so that
information shared at wider Management Review Board meetings
was supported with expert external advice. 

Any areas of improvement that had been identified in the initial gap
analysis, and recommendations to implement the framework to
become ISO 27001 compliant, were made and put into action. 

Following a two-stage audit process, conducted over 11 days with a
UKAS certified body, all internal documentation, policies and
processes were validated with no non-conformances, and ARU was
awarded the ISO 27001 certification on the very first assessment. 
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In order to partner with the 7Forces consortium on this initiative,
ARU was contractually required to be certified to ISO 27001 to
assure over the secure management of information concerning the
delivery of the PEQF Degrees at Work courses. 
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DigitalXRAID are an award-winning managed security services provider dedicated to providing our clients with
state-of-the-art cyber security solutions. We specialise in Vulnerability Management, Threat Intelligence,
Information Security, PCI-DSS, Penetration Testing, Managed Security Services, Security Consultancy, and offer a
fully managed Security Operations Centre (SOC) for your complete cyber security protection. 

Visit www.digitalxraid.com
Contact us: 
0800 090 3734
info@digitalxraid.com

The Results
ARU is one of very few Universities in the UK to achieve ISO 27001
certification, and can now offer data security assurance to a wide
range of existing and prospective partners; improving access to
research funding and building on existing relationships with the NHS,
MoD and Home Office for whom protection of information assets is a
key concern. 

ARU now holds all of the information management certifications
necessary to meet the contractual demands of the 7Forces
consortium and has begun to deliver learning services to police
officers, supporting improvement of front-line services with specific
skills and knowledge, backed by qualifications.

Following the initial certification, ARU aims to grow the information
management system to underpin all of the University’s information
security activities and even aspire to include the entire University in
the scope in the future. This will allow the University to get involved
in further research and audit activities where ISO certification is a
prerequisite. 
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“The DigitalXRAID team supported us thoroughly through the
entire project, but especially during both the stage 1 and stage 2
external audits where it became clear the work put in meant we

were ticking all the boxes. Their guidance on what areas of
documentation to improve were instrumental in ARU achieving
certification with not a single non-conformance. The team were
very professional in their dealings with senior management and

other ARU colleagues during the internal audits. It’s been a pleasure
working with them to achieve this advanced information security

management certification.”

Rob Spalding, Head of IT Infrastructure, Anglia Ruskin University (ARU)


